LKDSDomain Server

Step-by-step introduction.
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1. Initial LKDSDomain setup

Microsoft SQL Database is used for storing data, so Microsoft SQL Server should be downloaded
and installed on your computer prior to making LKDSDomain setup. The free version of Microsoft
SQL Server also available on Microsoft Software web page. The free version has two limitations:
the database size should not exceed 10GB and some performance limitations. There are two files
necessary to be downloaded from the web page:

1.Microsoft SQL Server 2014 Express Edition (or newer version) — SQL Server itself;

2.Microsoft SQL Server Management Studio— SQL database management utility.



When installation of both files is complete, execute Microsoft SQL Server Management Studio».

The names of installed SQL servers could be viewed in opened window.

gﬁ Connect to Server

SQL Server

Servertype: Database Engine -
Servername | ~]
Authentication: Windows Authentication w
LKDS\andi
Cancel .Help Options >>

Press arrow button of the “Server name” field to select SQL server, select <Browse for more...>
option, then expand “Database Engine” on tab «Local Servers»:

of Browse for Servers

Local Servers  Netwark Servers

Select the serverto cornect to

Database Engine

-l TECH-EFIMENKO\SQLEXPRESS
€3 Analysis Services
----- Reporting Services
[} Irtegration Services

-l TECH-EFIMENKO\SQLEXPRESSZ016

Cancel

Help

The name of SQL server will be used later for LKDSDomain setup.

Perform settings of System user then:

(% Microsoft 5L Server Management Studio

File Edit View Project Tools Window Help
[B-o-9 P BNy BRRER| X T |
| | b Eecute | \
Object Explorer v 4 % | B Login Properties - NT AUTHORITAWCHCTEMA
Connect~ ¥ (v Selecta page I

= @ TECH-EFIMENKO\SQLEXPRESS2016 (5(]
Databases
Security

Logins

2]

8. ##M5_PolicyEventProcessin
&, ##M5_PolicyTeqlExecutionl
=8 BUILTIN\Mons3soBarenu

.

ua NTAUTHORITY\CUCTEMA,
- ENVICE) Pl
w INT SERVICE\SQLWriter

& NTSERVICE\Winmgmt
s

Server Roles

=

Credentials

El

[ © Server Objects
& 11 Replication
B Management

® XEvent Profiler

F Gereral

p
J User Mapping
# Securables
B Status

Connechion
Server:

TECH-EFIMENKONSQLEXPRESS

Connection:
LKDS"andi

¢ View connection properties

Ready

AT Scipt = @@ Help

Server role is used to ¢

Server roles
bulkcadmin
[v] dbcreator
iskadmir
[[] processadmin
[ public
[ securtyadmin
] serveradmin
[ setupadmin
] sysadmin

o |




The initial LKDSDomain setup is made using LKDSDomainCfg.exe routine, that could be
executed via menu: «LMDS» \ «Server dispatch LKDSDomain - setting (LKDSDomainCfg.exe)».
The window below opens at the routine startup:

E5¥ LKDSDomainCfg X

Lift units Userteams Structure

ek seyucsopinn; Options for sending SMS messages

Connection under Windows user Pladent Cobpt o
User name SMS center

Password
E-mail sending options
SEweeke comnec fon s fhes [JEnable sending E-mail messages

[Jusesst

SMTP port [ 55

Authorization name
UDP voice port for communication with LU | 2g001 Dt T Athae i
UDP port for communication with *SPult | 40000

IP address

fontlr [
fon2. P

UDP data port for communication with LU | 45000

Sender address

TCP port for communication with *SPult | 9000

Identifier for communication with LU 10244791 Pop-up notification settings
e D [[]Te enable sending notifications

Log exchange only with (tdend) [ | Web connection settings
OPC UA server parameters [ Accept WEB connections
Name [ kDSOpcUA POEE ] Allow non-secure connections

HTTPS port
P““|opc‘bcp:f,{lncalhu_st:484l | B ’E

Cancel

Enter SQL server name in Server Name field, then press Save button:

% LKDSDomainCfg *

Lift units  Userteams Structure

SQL sy vy optians Options for sending SMS messages

Server name | frECH-EFIMENKO\SQLEXPRESS20| [ Enable sending SMS messages

[ Connection under Windows user Mok bt &
User name SMS center

Pageword
E-mail sending options

istaeric coomection et [JEnable sending E-mail messages

IP address [Jusesst
Jonz.Ip

oo [

UDP data port for communication with LU | 43000 AT
UDP vaice port for commurication with LU 43001 e T e

UDP port for communication with *SPult | 49000 Sender address

TCP port for communication with *SPult | 49000
Identifier for communication with LU 10244791 Pop-up notification settings
[[] 7o enable sending notifications

new 1D

Log exchange orly with (Ident) [ Vil il e Mg
OPC UA server parameters [ Accept WEB connections
e HRIR o [ Allow nion-secure connections
HTTPS port
Port | opc.tep:/flocalhost: 4841 e ’E

Cancel

The message appears after successful saving;:

LKDSDomainCfg X

0 -

And you can see the LKDSDOMALIN database:



¥ 5; Microsoft SOL Server Management Studio
Eile Edit View Project TJools Window

‘ﬁ' - & H“‘..Fé‘lﬂew[)ue
| b Execr
Object Explorer > x
Connect~ ¥ ¥ [V
= i LKDSDOMAIN ~
[ 1 Database Diagrams
5 1 Tables

= System Tables
2] FileTables
@ [ dbo.Alertlift
@ [ dbo.AlertMsg
@ MR dbo.CheckPointB
# BF dbo.Custominp
@ B8 dbo.CustomQut
@ EH dbo.Events
@ BB dbo.FrameVoice
@ FEE dbo.GroupLift
) B dbo.GroupUser
dbo.HdrVeice
1 B dbo.House
= B dbolift
®= B dbo.LiftinGroup
m B8 dbo.LiftUnit
@ EB dbo.Profile
@ B dbo.ProfileGroup
# B dbo.ProfileLift
R dbo.ProfilePunct
dbo.Punct

# BB dbo.SrKey

& A dbo.StatDriv

@ EE dbo.Street

@ BB dbo.Team

@ B dbo.TermDev

@ B dbo.UserTeam
@B Views 5

2. Adding LU 7.2 to LKDSDomain configuration

A Lift Unit 7.2 can be added to LKDSDomain configuration by either of two ways:

1.Assign a link to LKDSDomain. In this case the Lift Unit exchanges data with LKDSDomain
directly using UDP port of LKDSDomain. We call it direct connection.

2.Assign the LKDSCloud service for the LKDSDomain and the Lift Unit data exchange. We call it
transit via LKDSCloud.

Using either of ways, first of all, one must enter the primary (encryption) key of the Lift Unit.

£ LKDSDomainCfg
Lift units Userteams Structure
List of keys

List of available units

[] Cannection under Windows user
User name
Password
Network connection settings
Paddess| 0 . 0 .0 . 0 W
Aontip []] 0 0 0 0

Encryption keys for LU

Ne Weight  Key name Add

Insert encryption key for LU




X

Ker [oomeen | canbe used to work it LU via
I

‘Weight of the key - the

more, the for greater

number of LU used

Encryption key

Mame ‘ Direct|
Encryption keys for LU %
Ne Weight  Key name | Add |
1 1 Direct

The link to LKDSDomain is assigned for the Lift Unit using ConfigLBPro.exe utility:

P Configurator LUT OTS 71,1
Liftunits Userteams Structure
SQL server options Disconnection System Voice Own WiFi SDRIN
Lirks Statistics Descripte
Server name | “H-EFTMENKO\SQLEXPRESS2016
oice port AN
[] Connection under Windows user Link x T .
e Identifier neighbors| 19285052 44003 |
Password v 48001 v !_
Network connection settings >
Paddress| 0 . 0 .0 .0 ¥ Basic fink address Data| 1
fortte [J| 0 . 0 .0 .0 IP ad T via2as -
fon2. 1P 0.8 0.8 nmam| / I I ‘ =

UDF data part for communication with LU§ [ as000 L] Aot ik COmputer b address or 1
UDP voice port for communication with LU|| 48001 e F‘ET‘%‘” name of computér
rnative link ae

UDP port for communication with *5PUlt | 49000 Reseting ﬁ:::to siiia -
TCP port for communication with *sPult [ 49000 /| s
Identifier for communication with LU [ 10265292 ,/ Paddess| o 0 . o . 0 *
[ newld | [ s |

If communication between the Llft Unit and the LKDSDomain has been established, the Lift Unit
appears in the list. Otherwise, firewall settings should be checked up (UDP port 48000 inbound
available), The utility Wireshark can be used to make sure the UDP packets in port 48000 are

received by network adapter.

EZ3 LKDSDomainCfy
Liftunits Userteams Structure

List of keys Options for sending SMS messages:
List of available units RISl | []Enable sending SMS messages
/] Connection under Windows user CEEEEI ¥
B List of lift units
Ident Note Key name 7 Version interface P:Port Change IP:Port Data received

z

ype
v e | ot |wzoms 0:10.0.0,224:44000 17.09,2019 22:12:24 | 26.09.2019 15:41:12

TCP port for communication with *SPult | 40000
Identifier for communication with LU 10265292 Pop-up notification settings
i s 1 [0 enable sending notifications

Log exchange anly with (Ident) l:l Web connection settings
OPC UA server parameters [A Accept WEB connections

Name | LKDSOpcUA ‘ T ok Allow non-secure connections
Port | one teps focalhost: 5341 ] bl

o lune-ire _
Encryption key password l:l —
l Cancel J

Necessary comments can be also added to the Lift Unit information..



B List of lift units X

Data received

26.09.2019 15::47:21

Ident Note Key name T Version interface IP:Port

-
e | T lluzoms 0:10,0.0,224:449000

Configurater

Change IP:Port

17.09.2019 22:12:24

Firmware download

Terminal units

Add LU

Update LU

Delete LU

Refresh

Parameters of LU X
D 1414
[] communication via LkDSCloud [ Export data to OPC server
Key Direct v
Note | Direct Link]

B Listof lift units X

Data received

26.09.2019 15:47:21

interface IP:Port
0:10.0.0.224:44000

Ident

414

Note
Direct Link

Version

711

key name

Direct

Change IP:Part
17.09.2019 22:12:24

Type
L7 0TS

Exiting LKDSDomainCfg utility or pressing “Save” button results in the confirmation window
opens:

LKDSDemainCfg X

o Save changes 7

The comment will be saved after confirmation:

W List of lift units x

Data received

26.09.2019 15:52:12

interface IP:Port
0:10.0.0.224:44000

Ident
v 1414

Note
Direct Link

Version

711

Key name

Direct

Change IP:Port
17.09.2019 22:12:24

Type
LU 707IS

The encryption key should be entered for transit communication method. The checkbox “Can be
used to work with LU via LKDSCloud” must be selected:

Encryption key

X

KEY | susanenne

Repeatkey | sussssses

| Can be used to work with LU
LKDSCloud

ﬂ

‘Weight of the key - the

more, the for greater

number of LU used

Name [ oo

The Lift Unit that uses transit communication via LKDSCloud is highlighted cyan in the list:



Encryption keys for LU

X
N2 Weight Key name Add 5
1 i Direct
2 1 Cloud

After entering encryption key, add the Lift Unit itself:

ED LKDSDomaintfg
Lift units Userteams Structure
SQL server options =
B List of lift units
Ident MNote Key name
Vv 1414 Direct Link Direct
Add LU
Refresh
. o 00T
UDP woice port for communication with LU | 43001 Pas
UDP port for communication with *5Pult | 49000
TCP port for communication with *SPult | 4900p
Identifier for communication with LU 10265292 Po

Enter Lift Unit ID, the encryption key and notes:

Parameters of LU

®
Communication via LKDSCloud
Key Cloud
Mote | Cloud Link]

~

] Export data to OPC server

Using LKDSCloud, the encryption key and timezone should be added to the Lift Unit parameters.

B Listof lift units x
Ident Note Key name Type Version interface IP:Port Change IP:Part Data received

< 1414 Direct Link Direct LU 70TIS 7.11 0:10.0.0,224:44000 17.09.2019 22:12:24
5F 27308 Cloud Link Cloud (o) () 0.0.0

30.09.2019 08:45: 16
0:0.0.0.0:0

And all configuration parameters will be saved as well:

B List of lift units x
Ident Hote Key name Type Version interface IPiPart Change IP:Port Data received

v 1414 Direct Link Direct LU 7 0TIS 711 0:10.0.0.224:44000 17.09.2019 22:12:24 30.09.2019 09:14:29

v 27308 Cloud Link. Cloud L7071 ddid 0:0.0.0.0:0

30.09.201909:14:18 30.09.2019 09:14:28




The Lift Unit configuration utility can also be invoked using context menu while browsing the list
of the Lift Units:

E2 LKD g
Lift units Userteams Structure

B List of lift units

Ident Note Key name Version interface IP:Port Change IP:Port
Pdias oo (o | 0:10,0.0.224:44000 17.09,2018 22
: e SR S i S S S PR S e e
£ A B Configurator LUT OTIS 7.1.1 7 X
Firmware download
Terminal units Links Statistics Descriptors
Discannection System Yoice Own Wi-Fi 5D RIN MQTT
Add LU
Identifier Fing disabled
Update LU R [ring deatle
L J MAC adderss | GH270 7000566
Py Deetell | ey | FETTIIER)
WDPveict  Refresh | Repeatkey [esveseee | server i [optunafin \

UDP port o communication Wi St | T
i [ 2000 Time zone [\17C+07:00 Jakarta, Russia (Novosbirsk Oblast), Thaiand, Viemam

TCP port for communication with *SPult | 4g000 X
Identifier for communication with LU Tt ettt seviceof fine
Time zone | UTC+07:00 Jakarta, Russia (Novosibirsk Oblast), Thailand, Vietnam

Local time LU

Log exchange only with (ident) [ S
OPC UA server parameters

Name | | kpsopcua
Port | ope.tepiflocalnost: 4941
Security | None - None

Encryption key password ’7 _
The firmware of the Lift Unit can be uploaded directly:

2Lk ainC X
Lift units Userteams Structure

B List of lift units

new D
Refresh

Save

Ident Note Key name Type Wersion interface IPiPort Change IF:Port Data received
Pdiss _loepe lprect [wroms | 711 | 0:10.0.0.224:44000 : 30.09.2019 09:36:
27308 Configurator oud LU 70TIS 711 0:0.0.0.0:0 .09, : 30.09.2019 09:36:35
Firmware download ) MProgPro - Ident 1414.0 LU 7 OTIS7.1.1 X
§) Download Firmware LU and the additional device - Connection ) :
File size Hardware Software Descriptar
Connects method Connects parameters by COM portd | Refresh
by COM ports COMport | COM3
by IP nets Loader [ L | Activate
through LKDSCloud buttons LU et tersby Prets | oo
through LKDSCloud key LU o Id::;:e 1:14“ " fos = | 84735 ‘ | 5 | ‘ 2 ‘ | lotis711 | Not apsratiorn
Page 2 FAu
 Coddeviee o] Paken 7 0 | o ED RE | [x | [Fapdoos | B
Jw ¥ 1® port. 22000 S = I E | [2 Il | Load
l ; ] Key Page 4 O [empty e ] [t | | Load
Connecte
(oo ] s Ofm I JE | |
OPC UA server parameters AL S8 i —
Name [ |KDSOpcUA | HTTP port [ go| Page & O [eme | [s | [ | | Load
Port | ope. topi flocalhosti 4341 [ [ page7 O [empty E | [L | | | Load
e e ture - Pes | i — | — | e

The peripheral devices can be browsed and the firmware of the peripheral devices can also be
uploaded:

] X
serteams  Structure

B List of lift units

ED LKD
Lift units

Ident Note Key name Type Version interface IP:Port Change IP:Port Data received

" EE . e — e TV 7T 50.09.2015 09: 36:43
v 27308 Configurator loud LU 7 0TS 30.09.2019 09:36:35
Firmware download
Terminal units B List of terminal units of node 1414 *
Add LU Address Type Version Data received
Update LU b5+ nteeomwihwin e e [ 50.09.2015 09:32:37

e Delete LU
UDP woic Refresh
VINE ek e i miratan with 55D | anne. E

3. Using Lift Unit 7.2 and LKDSDomain.

There are two methods of saving, visualizing and analyzing data received from the Lift Unit:



1.Using external SCADA systems.

2.Using built in LKDSDomain monitoring server and client’s applications.

3.1. External SCADA systems.

Two open standard industrial protocols supported by LKDSDomain- OPC UA and OPC DA, to

export data into external SCADA systems.

Allow the Lift Unit exporting data as shown:

Lift units  Userteams Structure

B List of lift units
Ident Note Key name Type version interface IP:Port Change
v [ L7 OTIS 0:10.0.0.224: 44000 17,09,
« 27308 Configurator wud LU 7 oTIS 711 0:0.0.0.0:0 30.09.%
Firmware download
Terminal units Parameters of LU
Add LU D] 1414
Update LU [l communication via LkDsCloud | [AExport data to OPC server!

Delete LU R Direct
UDP date Ky [ =
— wizee | Direct nink

The Lift Units that export data to external systems are being highlighted (Ident column) with light
green while browsing:

B List of lift units

Ident Note
1418 Direct Link
F s Cloud Link

Key name

Direct
Cloud

Type
LU70TIS
L 70Ts

Version

A
2 13 &

interface IP:Port Change IP:Port Data received
0:10.0.0.224:44000 17.09.2019 22:12:24 30.09.2019 09:36:43

0:0.0.0.0:0 30.09.2019 09:33:45 30.09.2019 09:36:35

The list of exported variables:

ID of item (ItemID)

Name of item

2.<ID_LU>.1 Identifier LU
2.<ID_LU>.100 Inserted service key
2<ID_LU>.101 Restart LU
2.<ID_LU>.102 Call

2.<ID_LU>.104

Number of service key

2.<ID_LU>.105

Cod of restart

2.<ID_LU>.106

Typ of device

2.<ID_LU>.107

Typ of module extensions

2.<ID_LU>.301

Repeated doors backspacing

2.<ID_LU>.302

Intrusion in machine room

2.<ID_LU>.303

Missing power in circuit management

2.<ID_LU>.304

Press button STOP in lift

2.<ID_LU>.305

Open door of lift

2.<ID_LU>.306

Break chain safeties

2.<ID_LU>.307

No work sensor US

2.<ID_LU>.308

Short circuit chain safety

2.<ID_LU>.309

Unauthorized lifts move

2.<ID_LU>.310

Damage main driver by UKSL

2.<ID_LU>.311

Damage door drivers




2.<ID_LU>.312

Intrusion into well

2.<ID_LU>.313

Failures US

2.<ID_LU>.314

Emergency lock

2.<ID_LU>.315

Open machine room

2.<ID_LU>.316

Lift between floors

2.<ID_LU>.317

No work sensor DC

2.<ID_LU>.318 Open doors well by US
2.<ID_LU>.319 Main driver turn on
2.<ID_LU>.320 User bit
2<ID_LU>.321 Jumper starters
2.<ID_LU>.322 Lock RM without RMD

2.<ID_LU>.323

Refining call - from machine room

2.<ID_LU>.324

Fault voice route

2.<ID_LU>.325

Power backup LU

2.<ID_LU>.326

Alternating voltage in CS

2.<ID_LU>.327 Fire risk

2.<ID_LU>.328 Not link

2.<ID_LU>.348.1 Status USER1
2.<ID_LU>.348.2 Status USER2
2.<ID_LU>.348.3 Status USER3
2.<ID_LU>.348.4 Status USER4
2.<ID_LU>.349.1 Output OUT1
2.<ID_LU>.349.4 Output OUT4

2.<ID_LU>.350.1

FUSE - power in circuit management

2.<ID_LU>.350.2

STOP1 - before key STOP

2.<ID_LU>.350.3

STOP2 - after key STOP

2.<ID_LU>.350.4

DC1 - before of contact doors cars

2.<ID_LU>.350.5

DC?2 - after of contact doors cars

2.<ID_LU>.350.6

RDC - relay of doors control (end chain safety)

2.<ID_LU>.350.7

ROD - relay of doors opening

2.<ID_LU>.350.8

RCD - relay of doors closing

2.<ID_LU>.350.9

AL - automatic lock

2.<ID_LU>.350.10

MR - sensor of intrusion in machine room

2.<ID_LU>.350.11

CALL - key CALL in car or MR

2.<ID_LU>.350.12

ESCA - exist impulses from ESCA

2.<ID_LU>.350.13

VC - detected voice caller

2.<ID_LU>.350.14

Doors staus (open/close)

2.<ID_LU>.350.15

Sign of move up

2.<ID_LU>.350.16

Sign of move down

2.<ID_LU>.350.17

Exist 15kg in car

2.<ID_LU>.350.18

Exist 90% load of car

2.<ID_L.U>.350.19

Exist 110% load of car

2.<ID_LU>.350.20

Exist damage in MCS

2.<ID_LU>.350.21

Sensor of precise stop

2.<ID_LU>.350.22

Mode of lifts work

2.<ID_LU>.350.23

Cod of damage

2.<ID_L.U>.350.24

Calls from floors

2.<ID_L.U>.350.25

Board of commands

2.<ID_LU>.350.28

RD - relay of movement

2.<ID_LU>.400

Turn on lift

2.<ID_LU>.401

Turn off lift

2.<ID_LU>.402

Number current floors

2.<ID_LU>.403

Total number of floors

2.<ID_LU>.404.1

Number first open doors at the damage

2.<ID_LU>.404.1

Number second open doors at the damage

2.<ID_LU>.405

Lift between floors

2.<ID_LU>.406

Status lift moves:
e 0-N/A
e 1-in motion
e 2 -moving UP




3 - moving DOWN

e 4 -Not moving

2.<ID_LU>.407

Status doors of lift:

e 0-NA

e 1-opening

e 2-—opened

e 3 -closing

e 4 —closed
2.<ID_LU>.408 Errors cleaning
2.<ID_LU>.409 Message MCS

messages are received

3.1.1 Examples of LKDSDomain OPC DA variables

Stop  Commect  Start

Softing OPC Classic Demo Client
Eile Edit Session View Help
0O = =
MNew Open Save
=@ Data Access
E-@ opeda:///LKDSDemain.OP
L@ group
< >
Ready

=4 Lacal

E-[E Data Access ¥1
-[E DataAccess V2
=-[E Databocess 3

& IF
@ LKDSPro OFC DA Server
Alams and Events

Remote
- Manual

URL: [apeda/#/LKDSDomain OPCS erver. 1 E62BAB05-991F-488F-820F 768747 1DFADC}

Add Server

OFC Servers | DA Browse | DA ltems | AE Browss | AE Events | AE Conditions | Erars

B Softing OPC Classic Demo Client
Eile Edit

O

New

Session  Wiew Help

=]

Save

L=
Open

=

Prop‘erl\es

LS
Stop

Connect Start

(=@ Data Access

L@ group

Ready

=@ opcda:///LKDSDomain.OPC

Device 1414

Device 27302
o-[= User inputs
= User outputs
i-[E Sersors
1D device
Inzerted service key
Festart LU
Call
Mumber of service key
Cod of restart
Tup of device
Tup of module extensions
Repeated doors backspacing
Intruzion in machine room
Missing pawer in circuit management
Press button STOP in lft
Open doar of lift
Break chain safeties
Mo work sereor US
Short circuit chain safety
Unauthorized lfts move
Damage main driver by UKSL
Damage door drivers
Intrusion into well
Failures 115

DA Browss | D ltems | AF Browse | AF Events | A Condiions | Erors

POOOOOOVOOVOOVOO0O000

Integer 32 bit. Value OXFFFFFFFF (all bits are set to 1) means
no messages from controller, any other value means the




Safting OPC Classic Demo Client - O 'S
File Edit Session View Help
[ =
New  Opsn  Save Stop  Correct  Stat e ]
-9 Data Access ] liem [alue Tauslty | TimeStamp | Result :
E-# opcda:///LKDSDomain.OP (1. 21414.402 1 GOOD 10:28:12.861 i
E-® group ® 21414403 i GOOD 10:2814 885 «
@ 21414402 © 21414408 1 GOOD 10:28:21.075 ‘
@ 21414403 ® 21414407 4 GOOD 10:28:23.280 <
& 2.1414.406 @ 2141435017 1 GOOD 10:28:31.911 .
® 21414407 @ 2141435018 0 GOOD 10:28:33.277 ‘
L@ 2141435017 @ 2141436018 0 GOOD 102836502 i
L@ 21414350.18
& 2,1414.350.19
5 >
< 3 | OPCServers | D& Browse DA Jtems | AE Browse | AE Events | AE Eondmonsi Errars I
Ready A

3.1.2 LKDSDomain server OPC UA.

Viewing address range.

‘ @ dstsFEED OPC UA Client - <Project name>

‘ﬁle Vigl Session C

b [ Local Servers
» B Metwork Servers
b [ Remote

Project

i

<Ed Doubll

£ LKDSDomainCfg

Liftunits  Userteams  Structure

SQL server options ot
Server name | RS E IS | &
Connection under Windows user 3
User name
Password
E-mz
Network connection settings =
1P address v Hue
Honir [] SMT
flon2, 1P sM
UDP data port for communication 48000
UDP vaice port for communication fith LU | 43001 Pass
UDP port for communication with *SPuit [ 4g000
TCP port for communication witl *SPult | 49000
Identifier for communication with 10265202 Pop-
| 2
Log exchange only witH (Ident) l:l Wik
DRC A Server paraciers =l
Name LKDSCpcUA I ?
— ., HT
P opc. tep: fflocalhost: 4841 -]
Security Thone - Mone w

Session Properties
Session Name:

Endpoint Information

dataFEED OPC UA Client 1

v [E] Local Servers
3 E Network Servers
+ [ Remote
~ [ Manual
~ B Double Click to Add Server...
- EI opcicpiflocathost4841/
d opctep: - None
K Double Click to Add Discovery...
+ [ Recent

one

Session Properties

Session Name:

| dataFEED OPC UA Client 1

~) Endpoint Information

Endpoint Url: & opc tepi//ocalhost4841

Security Mode: = 7]
Security Policy: 7 ‘]
Message Encoding: | Binary v

#) Authentication Settings

User Identity: | Anonymous

User Name:

Password:

(»} Advanced Endpeint Information

Application Neme: | LKDSOpcUA
Application Type: |Server
Application Uri: LKDSOpcUA
Product Lrk leds.ru

Transport Profile Uri: | http://opcfoundation.org/UA-Profile/Transport

Server Capabilities:

= Dow]



@ dstaFEED OPC UA Client - <Project name> *

@ dataFEED OPC UA Client 1 - opctepi/fl

- dataFEED OPC UA Client 1 - opcitop:/localhost4841

~ [ Objects
i Session Narme:
o Session Id:
(i@ Table devices o E !
R Device 1414 Authentication: Ancnymous |
- Device ——
+ i@ Device 27308 Tmeout (m: 80000 &
b (X) D device Locales: l:l
b (X Inserted service key Check Domain )
¥ (X) Restart LU
v (X Call Application Name:  LKDSOpcUA |
» X humber of servics key EndpointUt:  opctepi/lacalhostd
+ (X! Message MCS Security Mode:  None
¥ (X) Cod of restart Security Policy: | None
» X Typ of device Message Encoding: Binary
v (X) Typ of module extensions
¥ (X} Repeated doors backspacing
v (X Intrusion in machine room User identity: ~ |Anomymous >
v (X! Missing power in circuit management User Name:
» (X} Press button STOP in lift Paszword:
v (X Open daor of lift
v (X) Break chain safeties
¥ (X} No work sensor US
< = » (X} Short circuit chain safety
Message Log >0 X|
Time i level Message Text | Trace Masks  Thread ke ~
104639907 (i)  Browse result for Nodeld ns=0;i=84 returned 4 result(s) SoOpeClt 1
1046329907 (i)  Browse operation retumed 4 results for Nodeld ns=0ri=84. ClientAPl 1
104639857 (i)  ReadMode for Nodeld ns=0i=84 SoOpeClt 24
< >
| Project | cataFEED OPC UA Client., | § §
@ dataFEED OPC UA Client - <Project names * - o x
e
“soft
X (el X
State  Display Name ‘Node Id I)H:BTypne value [} ‘Server Timestamp  Source Timestamy A
BN G Lo EED OPC UA Cied Root\Objects\Table devices\Device 1414YNumber current floors ns=13=2.1414.402  Byte 1 10:51:21.283 10:16:52.226
+ B subscription 1 Root\Objects\Table devices\Device 1414\Tatal number of floors ns=13-2.1414.403  Byte 1 10:51:21.314 10:28:12.892
Reot\Objects\Ta Root\Objects\Table devices\Device 1414\tatus lift moves ns—1:5-2.1414.406  Byte 1 10:51:21.283 10:16:52.226
R\l Root\Objects\Table devices\Device 1414\Status doors of lift ns=1:5=2.1414.407  Byte 4 10:51:21.283 10:16:52.226
B Root\Objects\T:
= Roat:ObJec::Ta Root\Objects\Table \Device 141 \Exist 15kg in car ns=135-2.1414.350.17 Boolean  True 10:48:44.147 10:48:44.147
= jects\Tg R 5 =
Roof\ObjecisiTa Root\Objects\Table \Device 141 \Exist 90% load of car ns=1x-2.1414.350.18 Boolean  False 10:48:45.280 10:48:45.280
Raot\Objects\Ts Root\Objects\Table \Device 141 Exist 110% load of car ns=13-2.1414.350.19 Boolean  False 10:48:46.205 10:48:46.205
Root\Objects\Ta Root\Objects\Table devices\Device 1414\Sensors\Calls from floors ns=135-2.1414.35024 Ulnts4 O 10:49:19.346 10:49:19.346
Roet\GhjectiTy Root\Objects\Table \Device 141 Board of « ns=13-2.1414.35025 Ulnt6d 0 10:49:20.301 10:49:20.301
Root\Objects\Ta
>
<
‘Message Log > @ x
Time |l Level  MessageText i Trace Masks  Thread Id i ~
104934760 (1)  Browse result for Nodeld ns=15=2.1414.35025 retumed 2 resultls) ~ SoOpcCh 1
104934760 (i)  Browse operation returned 2 results for Nodeld ns=15=2.1414350..  ClientaPl 1
104934644 (i)  ReadNode for Nodeld ns=15=2.1414.350.25 SoOpeCl 15
104934644 (i) Read node operstion completed for nods ns=1:522.1414350.25. ClientAPl 15 v
| Data Access 1:Board of commands




3.2 Use of built in monitoring server.

Monitoring server can support multiple organizations (Teams). Each of team has its own set of lifts
and users. Users have an access to lifts according to granted rights.

3.2.1. Registering a Team

Before you use LKDSDomain monitoring server, you should define the user having administrative
rights for your Team. This defined user will make further steps.

To register a Team “User teams” menu option is used. Select it and then press “Add” button.

E23 LKDSDemainCfg x
Lift units | Userteams [Structure

SQL servi List Options for sending SMS messages

St Current connection [[] Enable sending SMS messages

Teams X |Team

e add Hame

Language | gy B
USETS | piame Admin Locked Add

p-up roficaton SEEongs

[] To enable sending notifications

&b connection settings
] Accept WEB connections
Name | LKDSOpclA | port | o Allow non-secure connections

Part | opc. tep:/flocalhost: 4841 | Rl

i .
ave .
Cancel

When your Team is in the list of Teams, you should enter an administrator:

€3 kD g
| Liftunits  Usertesms  Structure
(o Options for sending SMS messages
| s X |sending SMS messages
Ve e —
pE—— BMscenter [ |
Add team
| L lUndateteam. pding options
Netl [
| = lea
| Aond Language | gy =
uU; Y55 | e Admin  Locked ‘ [ s | :|
u !
1 User "
S Name | Admin IT s ]
Password
Repeat password | g9 Cancel

e er—i— flote

OPC UA server parameters

| A
Name [ | psOpcUA [] Administrator
o p———| [ 8locked




After saving and confirmation, exit the LKDSDomainCfg routine:

LKDSDemainCfg X

o Save changes and restart the server 7

Execute “LMDS” \ “Client - server solution - Dispatching lifts (SPult.exe)” to make further steps
on customizing your Team.

3.2.2. Customizing a Team.

Execute SPult utility and login as the Administrator.

The window called “Connection” appears. First, parameters of establishing a connection to
LKDSDomain server should be entered. To do so, press “New” button:

Connection X

Profile

Posword] ] remove name |
[[] 7o load the changes without confirmation
[Jremote connection

["] One instance SPult for one user
Select/create 2 remote connection

Connection "

Edit
Remove
The parameters of the Converter
[Hardware audio Converter
COMport  comi

The sensitivity of '
the sound input

The volume of the '
output

Audio device
Input Microphone (2- High Definition v
OUTPUL | Bz (2- High Definftan Au v
Check audio playback
Check aucio recording

And enter the values as shown:

E= LKDSL
“ehneckor Liftunits Userteams Structure Teams
Mamd ] | SQL server options e
X Server name | \H-EFIMENKO\SQLEXPRESS 20
Neme [ TeamTest | qSwitching direction of veice by briefly pressing button Connectig User
in the control panel of Elevator e it
Type of service sewerl.U@SDumain . I
- control panel of Elevator Password
Team| | Test [jPenet show events from dispatcher Room with the Network connection settings
prohibition of display of new States 1P address ﬁv
P [Iocakhost | [ Masimized window showing dynamics of elevators T e
i ] fonzP 0.6 0.8
Addz.IP
e e oy ~ UDP data port for communication with Lﬂ 483000 I
= T‘CP :[ oo I [ SR00_EO UDP voice port for communication with LU 58001
port}| 49000 £
¥ UDP port for communication with *SPulf | 9000 I
Remate connection TCF port for commun 29000 |
oo l:l Identifier for communication with LU 10265292
User profile newID 1 Toen
Log exchange only with (ider) [ | <
[JEnable request for Elevator maintenance OPC UA server parameters i Ace
HTTP
URL- address of the Name [|KDS0pcA |
e — P s
Elevator maintenance ort | ope.tep: focahost:4341 |
Security | Ngne - None v
Cancel Save

Epr—e Chedk audio olavback FT————




£ LKDSDomainCig

x

JonL.IP

S

Lift units  User teams m F
ame | add
501 server options [
Test i
Server name E
Team %
(170 load the changes witho [ Connection under Wind
I Remote comnecton Username | pame [Tt ]
[ One instance SPult for one user Password Language | gy i ‘
Select/create a remote connection T |
R gction se
Connection | TeamTest S e Admin - Locked [ ped |
- T Admin X

| Check audio playback

Edit i ‘\ User e
UDP data port for comn i
Remove
UDP voice port for comm Nai i
The parameters of the Converter UDP part for communi Pa _i
[ Hardware audio Converter TCP port for communig - Rep=at passward |y, 4
COMport | oMy Identifier for communicatiarrwi Note
The sensitivity of —|
the st ' | Administrator
Blocked
Tcoskime. e (] sty S
CPE LA server patametsrs [ Accept WEE connections
o dovce ot [ TP port M e s
r — m HTTPS port
Input Microphone (2- High Definition ~| Part | opc.tep:/flocalhost: 4841 ik
OUtPUt | 1z (2- High Definition Au v i Security | None -None ¥

| Check audio recording |

Press “Save” button and the window closes. Now enter the credentials of the administrator, then
press «Connection» button:

If connection is established, the window shown below appears. Left window is meant for inserting
lifts for monitoring:

_# SPult - TeamTest localhost/Admin/: Addresses - Control room - m] X
Modes  Help

?eELaE =N
E ool o]

14:16:56 Monday 30 September 2019

of
LA
Insertstreet

Edit control reem

Insert the control room

Include all lifts to the groups ...

Exclude all lifts from the groups ...

Source

Message

AllLU: O, call 0, faulty O



j SPult - Team Test localhost/Admin/: Addresses - Control room - m]

Modes  Help

TOELODE 8N

| 14:19:03 Monday 30 September 2019

= Control room
.

Edit street

Delete street

Include all lifts to the groups ...
Exclude all lifts from the groups ...

Mave to another control room

Source

Message

AllLU: 0, call 0, faulty O

_# SPult - TeamTest localhost/Admin/; Addresses - Control roem = m]

Modes  Help

T@ELad—=N

- 14:21:03 Monday 30 September 2019

& Control room
[ Street

| oo
Edit house
Delete house

Include all lifts to the groups ...
Exclude all lifts fram the groups .

Move to another street

Source

Message

AllLU: 0, call 0, faulty 0

It is important to enter Lift Unit ID correctly:

Street,House,e. (1)
General parameters

Lift reference parameters

Entrance | Lift 1414

Lift owner

Abbreviation [ 1

Headman

Unigue code | 03EES5 1E 1ASE460089A967CE0S0 7200

Serviceman

User event|

£ £

e Registration N

Type

Lift &

MAManaged | Intercoms

Nomberoffoorsunder (3| | Foornumber

Lift type

. Elevating capacity ka

Speed, mfsec

I Number of staps

Start-up year

Link provider vith LU | Direct connection

Next engineering certification

Characteristic LUPro

o[8s ]

Camera-ecorder parameters

Lift manufacturer

Lift drive reducer

Lift drive

Traction sheave, mm

Control cabinet

AR AR AR R AR R A

Communications:

Command string |

| Factory NLU

It is more convenient to grant access rights on a group of lifts, instead of on a specific lift. Each
Team can have at most 31 groups of lifts. A lift can be a member of several groups:




_ij SPult - TeamTest localhost/Admin/: Addresses - Control room: Street, Housg Group membership of lifts
Modes Help [W
Group 2 Group 2

? ° = L= i k‘? 14:24:! DGroup 3Group 3
[CGroup 4 Group 4

E[ Control reom Cléroup 5 Group 5
B Street [Group 6 Group &
Q [CGroup 7 Group 7

* Foan * [Group 8 Group 8

Edit lift parameters [laroup 9 Group 9

[CGroup 10 Group 10
[CGroup 11 Group 11
Move to another house [CGroup 12 Group 12
[CGroup 13 Group 13
[CGroup 14 Group 14
Description of the outputs for one LU [Céroup 15 Group 15
[CGroup 18 Group 16
[CGroup 17 Group 17
[CGroup 18 Group 18
[CGroup 13 Group 19
Configure LUPro [CJGroup 20 Group 20

Date Loading firmware into LUPro [eroup 21 Group 21
[CGroup 22 Group 22
[CGroup 23 Group 23
[CGroup 24 Group 24
[CGroup 25 Group 25
[CGroup 26 Group 26
[CGroup 27 Group 27
[CGroup 28 Group 28
[CGroup 28 Group 29
[CGroup 30 Group 30
AllLU: 2, call 0, faulty 0 Claroup 31 Group 31

Insert as many operators (users in charge of monitoring) as necessary, then grant them necessary
rights on certain groups of lifts:

Delete lift

Definition of parameters for additional inputs

Group membership of lifts ...

Terminal devices

_ﬂ SPult - TeamTest localhost/Admin/: Addresses - Control room: Street, House, Lift 1414 (1) — O X
Modes  Help
List of service keys... 14:28:49 Monday 30 September 2019

Primary position

Password change...
Name for User event...

Additional input settings nt
Oiitput seitings L

General parameters...

Search lift to the internal address LU... CtreF T
Users and groups of lfts

Insert Call Center

Insert structure MPultPro

To send a structure in service Department

Save

Message

Exit

Users and groups of lifts

B Users and groups of lifts

= qu ﬁ 4r  Insert user...
£ ndnn

i }é? Groupofifis

Any user must have login and password, as well as some additional parameters that allow to send
messages to the user in accordance with changes of status.



User

s
Name [Uger [ ]
Password
Repeat password Cancel

Mote | |

:‘

Valid time to send alerts

Phone [[170 send alerts via SMS
[1send email alerts

[[1send pop-up notifications

E-mail

from| 0.00:00

up to (including) (23:59:598 3]

Monday
Tuesday
Wednesday
Thursday
Friday
Saturday
Sunday

[EOESESES A LA ES]

[[JDa not send an alertin the Ms mode (when inserted 51)

B Users and groups of lifts B Access and rights to lifts groups of user - User

Group 1

= %USETS
B ndmin
(e

Y

2}

NN NNNN

=) (=
pelle

Add far user "User" access ta groups of [ifts..
‘Access and rights to groups..,

Insert user...

Change user...

Assign administrator rights

Block user

Make user "User” heir of another user...

Delete user "User”
Set default profile..,

Add for user "User" notify on events...

Lifts, is not accessible to this user "User"

Lifts. is accessible to this user "User"

i Users snd groups of lifts

Q& Users
5 g Admin

*? Group of ifts

)
= Group 1Group 1

management

Accessfrights

management

setting

turn on LBS

output control CUT1

output control OUT2

offLifts

on Lifts

service control device interaction LU with MCS to view settings
service control device interaction LU with MCS to change settings
service contral device LU to view settings

service control device LU to change settings

viewing test parameters of the vocal tract and test results
enable/disable a test of the vocal fract and run the test

wiew the results of the last test battery

the test run batteries

wiewing content pages firmware LU

chanaina the state of the firmware paces

«

3.2.3. Monitoring using SPult.

When steps above are made, it is possible to login under operator’s account and start monitoring.



Connection X

Profile

[[] 7o load the changes without confirmation
Remote connection

[[] one instance SPult for one user
Select/create 2 remote connection

Connection | TeamTest

New
Edit
Remove
The parameters of the Converter
[Hardware audio Converter
COMport | cam1

The sensitivity of '

the sound input

The volume of the '
output

Audio device
Input Microphone (2- High Defirition v
Output AuHamii (2- High Definition Au v

Check audio playback
Check audio recording

After connection is established the window below opens:

SPult - TeamTest localhost/User/: Addresses - Control room: Street, House, Lift 1414 (1)
Modes: Reports Help

14:47:23 Monday 30 September 2019
T@ETET AL K2

& control room
Street

Lift 1414 -1 r
-] Lift 27308 - 2

Hous
ol

Date Lift Source Message
30.09.2019 14:45.22 Operator Start - User
30.00.2019 14:45.39 Operator  Enter password for customizings
30.08.2019 14:43.39 Operator Mode - Customizing
30.09.2019 14:47.00 Operator Mode - Operator

All LU: 2, call 0, faulty 2

Double click the lift pictogram to open window with detailed information on the lift:

Street, House Lift 1414 (1) - MR ? x

Status on 144228 LUTOTISv7.1.1

RO 1) o o o

Intrusion into well

Open machine room
Main driver tum on
Lift in movement

Addtional input
User3
£ 2 Userd
Tum on LSC with Iift Tum on LSC with MR
) o Teminal
Commands:
v
Execute
Refresh status
Suspend service
I Close |

Emors cleaning

Set a response only to the call




3.2.4. Monitoring using ASPult .

Use the link https://play.google.com/store/apps/details?id=lkds.aspult in Play Market to download
free ASPult application. With this application you can monitor your lifts from your tablet PC or
smartphone with Android operation system installed.

XX
403 0 @ & b i 405 6 @ & b i
. ) ASPult location of lifts
ASPult list of connections /ASPult connection parameter
Damonion ) Norifcations ) toudvoice

Demo 0/0/2
Narme Demonstration

New

Bepack 0/17/474

HIY 0/0/8

saress Hemo.lkds.u OxTAGpbCKan 0/41/439
0P port 45002
145002 UewTpansHas 0/102/774
name ASPult Wnio3,065M 3CH.E. 0/1/375
e
WwB.3.0/12/504
CONNECT SYSTEMKEY

413 6 0 @ b “ 414 G 0 @B 7 416 G0 &P il
ASPult lift status H ASPult ASPult statistics
e ‘, LCB_II - Menu e s
29.09.2019 01102019 |« >
System=1 Tools=2
uuuuu

Intrusion into well 11
e o vooue 7, 8 9
; !

N E
e 4 5 6

ser 1 2 3

N uF DOWN
o m
ACK ~ ENTE

3.2.5. Monitoring using iSPult.

Use the link https://apps.apple.com/us/app/ispult/id979453148?1=en&ls=1 in AppStore to download
free iSPult application. With this application you can monitor your lifts from your tablet PC or
smartphone with iOS operation system installed.




Carrier ® 11:00 AM -
Carrier & 10:59 AM

Garrier ® 10:58 AM - - . 1
<Connection Al M
Connection list M < List Connection ]
Demo 0/2/2
Demo connection
Bepack 0/19/442
New connection
OxTa6pbeKas 0/478/504
Accept push notifications Mepsomarickan 0/347/393
Name Server LKDS UenTpanbHas 0/554/580
S LKDSDI
erver type = Wnio3,06673C,H.E. 0/64/370
Team
|P/Domain  demokds.iu W v B3.0/72/483
UDP port 45002
TCP port 45002
User  isPult
Password sesees
Connect
Connection status
Garrier ® 108 AM -
Garrier ® 103 AM -
<1 Work of engines
<1 Service device MCS
<< 14,0419 Discreteness 1 hour
LCB_II - Menu
- >> 16.04.19 Number of turn on MD
System=1 Tools=2 0
wobuLE 7 8 (]
oisp Ent
sTATE AL Test
Func 4 5 6
DisPIN seTour
ser 1 2 3
Commands... — - —
0 GOON CLEAR
Settings...
oFF GoBACK EnTeR
Data...
Voice communication...

Cancel

3.2.6. Monitoring using WSPult.

Use the link https://www.microsoft.com/p/wspult/9mx3v7g0mv;j3?
rtc=4&activetab=pivot:overviewtab in Microsoft Store to download free WSPult application. With
this application you can monitor your lifts from your tablet PC or smartphone working under
Microsoft operation system.

. Bce ducnemyepckue 0/287/3024
EETaCETIES 2N WSPult connection Demo 07272

New connection Notify on call
[:I fy bepack 0/30/474

Hry 0/0/8
Server type | LKDSDisp
Oxtabpbckas 0/64/439

Team
Mepsomaiickas 0/28/448

IP address | demo.lkds.ru
it 0/110/774
UDP port | 45002
LWint03,06613C,H.E. 0/10/375
TCP port | 45002
LU v B.3. 0/43/504

S [Py
1,LU Pro,Demo,Demo 1,LU Pro,Demo,Demo nugm 1,0. 73,yn. 1905
- 200a,L{eHmpancHas
N6 7 0TUCV7.1.1 1/9 LCB_II Menu [ ot e 3 2019 | R
System=1 Tools=2 y
| suly 5 2019 | N
TIPOHVKHOBEHME B WaxTy
60

OtkpsiTo MM

MODULE 7 8 9 50

[11aBHbI NPUBOA BKIOYEH

DISP ENT
STATE CALL TEST
Ka6uHa B gBuxeHun 40
FUNC
4 5 6
30
DISP IN SET OUT
20
SET
[ usert [ user3 1 2 3
[ user2 [ users - - 10

Turn on Outnnt 1 Turn on Outnot 4 . 0 GO ON CLEAR 0 05.07
& & = OFF GOBACK  ENTER N > O

Voice..  Actions..  Data..




3.2.7. Using built in WEB interface.

Make built in WEB interface available:

E2> LKDSDomainCfg x
Liftunits Userteams Structure
St sEried oo Options for sending SMS messages
Server name [JEnable sending SMS messages.
Connection under Windows user R ¥
Bt s conter [ ]
Password
E-mail sending options
Hetwork coonechon settbs Enable sending E-mail messages
Paddess| 0 . 0 .0 .0 W [Ause sst
fonir [ 0 o SMTP. sErvEr
fonZIP 0 0 SMTP port
UDP data port for communication with LU [ 43000 G
LUDP veice port for commurication with LU | Passiiord for authorizaton [, oo
UDP port for communication with *SPult ["4a0p0 Sender aderess [Tost@yandorra
TCP port for communication with *SPult [ 4a000
Identifier for communication with LU 10281336 Pop-up notification settings
new D To enable sending notifications
Log exchange only with (Ident) D Web connection settings =)
OPC UA server parameters [ Accept WEB connections
Name [ LDSOpcUA 1| bt EAGIEW P SE 0 ConmecRons,
Port | opc. tep: flocalhost: 4841 | HITRSRo | 45 | o
Security [None - None v T
Encryption key password l:l —
And connect to LKDSDomain:
1 | —

O @ 0 http:/flocalhost/

Two features are available:
1.Remote Team creation.

2.Monitoring lifts of your Team.

< 5 U wm |0

£
KDS/;,

localhost/

LIFT MONITORING &
DIAGNOSTICS SYSTEM

You are welcomed by service LKDSDomain,

Select action

create/edit teams

| To connect to the organization |

Interface for Remote Team creation looks like below:



< = O @ | @ localhost/team/SelFunchtm! b = 1 =
M LIFT MONITORING &
DIAGNOSTICS SYSTEM
IKDS/,
Working with the team

{ Confirm the creation of the team |

‘ Change the team Administrator |

| Recover the password of the team ‘

To make a connection to your lifts:

& = 0O M @ | localhost/spult/Cannect.htm| I = 7 =

M LIFT MONITORING &
DIAGNOSTICS SYSTEM
EKDS's

Connecting to team.

Name of team™ |Test

Name of user® |U5er ‘

User password* [sseess |

- DR

= = 0 iy | (@ | localhost/spult/connect?team= b = 1 =

LIFT MONITORING &

(3)
DIAGNOSTICS SYSTEM
EKDS's

Test

Control room 0/1/2




= 0 @ | localhost/spult/sublist?1.1=Cor ¥ = 7 =

LIFT MONITORING &
DIAGNOSTICS SYSTEM
Lﬂ ®

Test, Control room

= 0 @ | localhost/spult/sublist?1.1.1=5t ¥ = 7 =

LIFT MONITORING &
DIAGNOSTICS SYSTEM
Lﬂ ®

Test, Control room, Street

House 0/1/2

[T | @ | localhost/spult/sublist?1.1.1.1= hg = 1 =
. LIFT MONITORING &
DIAGNOSTICS SYSTEM
EKDS'

Test, Control room, Street. House

Lift 1414 (LU 7 OTIS v7 1.1)
Lift 27308 (LU 7 OTIS v7.1.1)




<« = O m @ | localhost/spult/sublist?1.1.1.1.1 I T

LIFT MONITORING &
[3) DIAGNOSTICS SYSTEM

EKDS'
Control room, Street, House, Lift 1414 (LU 7 OTIS v7.1.1)

Lift in movement

Main driver tum on

3.2.8. SMS and Email alerting.

LKDSDomain can alert you using:
1.SMS messages
2.Email messages

3.Push notification for ASPult and iSPult applications.

Fill in the following fields in LKDSDomainCfg routine:

£ LKDSDomainCfg x

Liftunits Userteams Structure
SQL server options

f~ Options for sending SMS messages

Server name | JESKTOP-NI85TUS\SQLEXPRESS || []Enable sending SMS messages
Conection under Windows user R
s e 10—

Password
("'E mail sending options R
Network chi i
e [ Enable sending E-mail messages
Paddess| 0 . 0 .0 .0 W [Fuse st

fonZIP T Wport

UDP data port for communication with LU [ 43000 Authorization name [ Tast
UDP voice port for communication with LU | o Password for authorization

UDP port for communication with *SPult | 3ag00 Sender address | Testigyandex.ru

TCP port for communication with *SPult [ 4a000 L

Identifier for communication with LU 10281336 Pop-up notification settings
T — s To enable sending notifications

Log exchange only with (Ident) D Web connection settings

OPC UA server parameters [ Accept WEE connections
Name | LKDSOpcUA | i [[] Allow non-secure connections
HTTPS port
Port | opc.eps focathost: 4641 | o

o -
ave
Cancel

Then, login as Administrator in SPult to grant users the right to receive messages, also enter Email
addresses and mobile numbers of users.:



17 Users and groups of lifts

Users

q Admin
o

Add for user "User” access to groups of lifts...

Add for user "User" rights of action with lifts all ava

Access snd rights to groups...

Bz v++

Insert user...
Change user...
User X
Name PEER
Password
Repeat password i
Mote |
i Phone [] 7o send alerts via sMs N
E-mail | my@yandes.ru| Send email alerts

Send pop-up notifications
Valid time to send alerts

Monday
Tuesday
Wednesday
[ Thursday
[+ Fridav

[¥] saturday
Sunday

{100 not send an alert in the MS mode (when inserted 5K] 7

You can also specify the messages that will be sent to a user:

B Users and groups of lifts

= % Users

Add for user “User” access to groups of lifts...
Add for user "User" rights of action with lifts all available groups...
Access and rights to groups..,

4P Insert user...

Change user...

Assign administrator rights

Block user

Make user "User" heir of another user...

Set default profile...

FI NN F N

Add for user "User” notify on events,..

(i) Lifts, is not accessible to this user "User"
(i) Lifts, is accessible to this user "User"
i) Lifts for which the user "User” has all rights selected
(i) Lifts for which the user "User" has any of the selected rights
User X
[ notification of errors in the operation of the server itsel
Bven (145 | [cal -

The searched subetuing | |

Sent note ‘ |
Send for all available elevators

Send an alert when the event disappears
[[] Do not send an alert in the MS mode {when inserted SK)
[[] add the name of the contrel room to the Elevator address

When the event re-appears, send a notification El e
no earlier than after

[ 7o send alerts via SMs
Send email alerts

O Send this alert once to check for alert delivery methods {after saving the
configuration)
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4. Migrating the structure from the LKDSDisp server to the LKDSDomain
server.

LKDSDomain application server is a further development of LKDSDisp application server.
LKDSDomain application server fully implements the capabilities of LKDSDisp application server
and provides new features.

LKDSDomain application server and the LKDSDisp application server can both run on the same
computer and use the same MS SQL server.

LKDSDomain application server and the LKDSDisp application server can receive data from the
same LU at the same time. At the same time, they do not affect each other's work.

To learn LKDSDomain, there is a simple procedure to migrate the structure from LKDSDisp.

4.1. Unloading the structure from LKDSDisp.

In LKDSDispCfg application:

Bl Client - server solutiar # Client - server solution - Dispatching lifts (SPult.exe)

I Documentation v || @ Client - server solution - Guide to setting up and working
M Toal

€8 _Formation data for contacting tech support (Savelog)
M _LKDsProchy

_MPUliPro

8 _Change language (Defl anguags)

7 Server dispatrh LKDSDomain

You need to select a menu item "Structure" \ "Export":



A trusted connection
Username |

Password |
The parameters for the remote clients bo connect
Allow remote clients ko conneck
Paddess D . 0 . 0 . 0 W
addrp []] |
LD port] 45000
TCPport 500 |

[]5end call alert to ASPulE, iSPUIE

Lsers,

Built-in notification system

Options for sending SMS messages

[ allow sending SMS messages
COM modem part l """ .

SM3 center |

The parametsrs of sending E-mail messages
[[170 enable sending E-mail messages
[Juse ssL
SMTP server |

SMTR port g T

Login name |
Login password |

Sender address. |

FPop-up natification options
[[] allows notifications to be sent

[ Remote connections Save

|
[ Restart ] I Cancel

If the export is successful, a message will appear:

LKDSDispCfg

y Export files LKDSDispStruct XML and LKDSDisplsers. XML

The files are in folder \LKDSProEN\LKDSDisp\

= 1) LKDSProEM ~

[ 2018_10_05
2019 02_11
I 2019_04_05
3 Common

+ [ DrvlUSh

1) Locale

|2 LogDispDry
I LogDispRmt
1) LogEMail

LogFCM
I3 LogGem
) LogsmMs
I3 LogSsL

2 LKDSDamain

) LKDSDry

() LKDSMsg

ICDLOgUISpUrY

|DLogDispRmt

iLogEMail

([DLogFCM

(DLogGECH

IDLogshs

ILogSsL

FLkDEDisp.exe
[ELKDSDisp.exe_04_07_02_S55_2019_08_20

= LkDSDisp.exe_04_07_02_S6 2019 09_15
LKDSDisp.exe_04_07_02_S6_2019_10_06

KDSDisp.pdf

=) LkDSDIsp. X01

[ LKDSDisn. XML

[ LKDSDispCfg.chim

PLKDSDisnChg.axe

= LkDEDispCfy.xe_04_07_02 05 2017 11 27
[%)LkDSDigpcfgre.dll

|#)LkDSDispPS.dil

|%]LKD=DigpRC.dII

= LKDSDiSPRC. dil_40B22D4455014607952BB 10349360116
| LKDSDispRC. dil_B25501C475704ESDBCADM0ERS 2360764
= SFA49148457BBS 1ASC 415044948

4 330 KE
4 798 KB
4 282 KB
4 33BHE
S T41KE
1HE
1KE
11KE
694 KB
669 KB
98 HE
35 KE
G6IHE
68 HE
62 HE
S8 HE
2K
aHE

_

Copy the files to the folder \LKDSProEN\LKDSDomain\:

= |3 LKDSDomain

2 CreateCert
& Hip

3 Locale

® |23 Microsoft SQL Server 2000

LKDSProEn Lo

IS)CreateCert

LKDSDomain.exe
B LKDSDomain.exe_04_07_02_25 2019 08_18
LKDSDomain.exe_04_07_02_27_2019_09_15
B LKDSDomain.exe_04_07_02_28_2019_10_06
[ LkDsD0main. L
E3LKDSDomainCig.exe
@ LKDSDormainCfg.exe_04_07_02 15 2019_08_18
[2LKDEDa maincfRC.dll

[H|LKDSDOmMainCigRE. dIl_F108404B432E4 3279501 9RASSTC2DERE

| % LKDSDE maineMU.dII
[ELKDSDomainENU.dIl_LD4_07_02_01_2019_09_18

[ LkDSDomainEMU.dIl_04_07 02 01 2019 10 06

=] LKDsDomainPS.dil

[HJLkDSDomanRC.dll
[ELKDSDomainRC.dll_4CB30844180643689205954 180057 75D
[ LKDEDOmMaIMRC.dll_AF842D42DFA14FBEICOC1BEDADCDAACE

2ZHKE
=)
5125 KB
5643 KB
5069 KB
5125 KB
1KE
2512 KB
2 201 KB
132 KB
130 KB
67 KB
61 KB
67 KB
54 KB
67 KB
B1HE
67 KB




4.2. Import structure into LKDSDomain

Run the LKDSDomainCfg application:

I Client - server solution
1) Docurentation

@ Tool

8 _Formation data for contacting tech support (Savelog)
W _ kDSProcy

_MPultPro

B _changs language (Deflanguags)

If there is no such menu item, then run LKDSDomainCfg from the folder \LKDSProEN\
LKDSDomain\:

= () LKDSProEN | [EiCreatecert

® ) 2018_10 05 i gfgﬂle

#2019 02 11 Silogs

® 52019 04 05 et

@ |2 Common KOSDispStruct XML 2HB
# () Docum KDSDisplsers XML 6 HE
® I3 DrvUSE KDSDomain.exe 5125 KB
@ £ LKDSDigp KDSDomain.exe_04_07_02_25 2019 08_18 5643 KB

= 53 LKDSDamain KDSDomain.exe_04_07_02_27_2019_08_15 5 069 KB

= KDSDomain.exe_04_07_02_28 2019 1005 5125 K6
& CreateCert 1 KDSDomain. XML 1KE
=t e 251248
O Lacake LKDSDOmainCly.exe_04_07_02_15_2019_08 12 2o01KE
2 Logs LKDSD0 mainCRRe. il 136 K5
&ra LKDSDamainCRHRC.dil_F108404B432E432795C 1088557 C2DERC 130 K6
@ |2 LKDSDry LKDSDomainENU.dIl 67 KB
# [ LKDSMEg KDSDAmanENU.cIl_04_07_02_01_2019_08_18 61KE
& e KDSDomainEMU.cll_04_07_02_01_2019_10_06 67 KE
& B kool [SLkpsDamaines.di 54 KE
2 |3 LKDSDomainRC.dil 67 KE
& I3 LKDSUpdats KDSD0mainRC.dll_4CRI0EA4 18064 36RI20605418C057 75D 61 KB
# [0 MPultFra [ LKDSDamainRC.dlil_AFA42D420F614FRESCICIBED4OCDAACS 67 K6
# ) SPult
# 153 Tools

& 1) Microsoft SQL Server 2000

v £ i ¥

In the "Name of server" field, enter the same value as in the "Name of server" field of
LKDSDispCfg and save:

Structure  Users
Parameters SOL server EBuilt-in natification system
Hame of serverl | agE1\MSQLZ000 :l Options for sending SMS5 messages
[¥] & trusted connection [l alow se:ding'SMS messages
COM madsm port
Usernams ,__‘
Password SMS center |

& | KDSDomainCfg

Liftunits  User teams  Stucture
S0l server options

optioris for sending SM5 messages

Server name || AgE1iMQL2000| [JEnable sending 5MS messages
[] Canmection under Windaws user Modzm COM port v
User name '5MS center |
Password [

Hetwark connection settings

E-mail sending options
[C]Enable sending E-mail messages
[[use 55t
SMTP server
SMTF port | 25 |

Authorization name
UDP voice port for communication with LU | 48001 Password For autharization

IPaddress| 0 . 0 . 0O
demie O] 0 o ]

Aorz 1R

UDP data pork for communication with LU | 4g000

UDP port Fior communication wikh *SPulk | 4an0n RSt e

TCP port Fior communication with *SPulk | 49000

Identifier For communication with LU 10248010 Pop-up notification sekkings
[[] 70 enable sending natifications
Logsschange ety wih (er) [g | Web connection settings
OPC UA server parameters [Claccept WEB connections
Hame [ [KDsopcUA HTTE port | ag []allow non-secure connections

HTTPS port | 443 |
Port | apc.tepifilacalhasti4g41 i [443

ave
Cancel




If the save is successful, a message will appear:

Then run LKDSDomainCfg again and select the menu item «Structure» \ “Import from
LKDSDispStruct.xml, LKDSDispUsers.xml”:

¥ | KDSDomainCfg
Liftunits  User teams (i@l
Bl Export to LKDSDamainStruct XL, LKDSDomainUnits. XML
Server name |ﬁ Import fram LKDSDamainStruct, XL, LKDSDamainUnits XML

[#] Connection under Wind: Import frarm LKDSDispS t. ] [ HML
Username | | Feimport rom LROSOispe et KWL, LROSDEpUsers, KWL

Password | T

E-mail sending options

Network 1 Ll
g AR AT TR [[]Enable sending E-mail messages

Paddess| 0 . 0 . 0 0 W [use sst
Aont. P[] SMTP server|
Aoz 15 ] SMTF port '25—|

UDP dats port For communication with LU | 4gon | L [
UDP woice port For communication with LU | 4gno1 | Password for authorization i
LD pork For commurication with *SPult | 4a000 St

TCP port fior commurication with *SPulk : 49000

Identifier For communication with LU |’102%016 Pop-up notification settings
1 [JTo enable sending notifications

| Wreb connection settings

DAccept WEB conneckions
HTTP port g

Log exchange anly with (Tdent) ‘g
OPC U# server parameters 3
Name ‘ LKDSOpclA | [ Allow non-secure connections

e ————————— HTTPS port
Part | opc tepiflacahasti 841 | o

o et [
AYE
L — Cancel

LKDSDomainCfz [X]

LKDSDomain supports several structures contained in LKDSDisp. Each structure has a name and
language. Therefore the name and language of the structure must be entered:

Parameters of team created from data LKDSDisp @

[Name | Test | ]
Language | gy 7

If the import is successful, a message will appear:

LKDSDomainCfs [X]

1) Impnrﬂad‘

After import, you can connect to LKDSDomain using SPult, ASPult, iSPult, WSPult.
4.3. Connect to LKDSDomain from SPult.

SPult is connected to LKDSDomain only remotely. Even if SPult and LKDSDomain run on the
same computer. Connection parameters can be as follows:



Nams! apm
Profile

Password|

[I7a laad the changes withaut confirmation
Remote connection

[[Jone instance SPulk for one User
Selectcreate a remate connection

Cennection || ocaipomain v

Connection
Remave name

onnection settings

SQL server options

Server name W

Aot [

UDP data port for communication with LUL | 45000
UDF vaice port for communication with LU | 45001
UDP port For communication with *SPu\i 49000

TCP port For communication with *SPult | 49000

Identifier For communication with LU ‘ 10248010

new TN

If link with the LU is described in LKDSProCfg, the LU index is specified (LKDSProCfg):

Street,House, 1 (1)

General parameters

User name
User profile
System key

Mame | | gcalDomain ‘Df
i

Type of service servel | kpsDomain v O
1

Team || Test| |

Connection under Windows user | a
Userrame | :
Passiword | | 17| Incahost | T

Add1.IP
HMetwork connection settings O
= Add2. TP

1P address H

i [ Enable request For Elevator maintenance

Lift reference parameers

Entrance | 1 Lift owner v
Abbreviation | | He:adman v
Unique code | FC3C706 185704971951 AIGACTHE4ERT Serviceman v
User event - Reqistration M
TP | Lift v Lift type 3
trber offlorsunr [ RS =
by Speed, mfsec v
et urber of stops v
Start-up year -
Link provider with LU [5ervice support LuPro Nestenghesing castfestin i
Index LU HELIUM Pro LiFE fiari acturer 3
1 Lift drive reducer 7
Lift drive: v
Traction sheave, mm A
Contral cabinst -
Camera-recorder parameters Communications T

Command string

Factary M LU

Mate:

If the connection to the LU is direct, the LU identifier is specified:

Street,House, 1 (1)

General parameters

reference parameters

Command string

Entrance | 1 Lift owner v
Abbreviation | | He:adman v
Unique code | FC3C7061B570497 1981 A95ACII4E4EFT Serviceman v
User event - Reqistration M

TP | Lift v Lift type 3
trber offlorsunr [ RS =
by Speed, mfsec v
Moo urber of stops v
Start-up year -

Link provider with LU |Birect connection B[ e e
v
Lift manufacturer v
Lift drive reduicer =
Characteristic LUPro Lift drive: v
I | 27123 Traction sheave; mm e
Contral cabinst -
Camera-recorder parameters Communications T

Factary M LU

Mate:




